Classical TRNG uses some random physical Random Number Generator (TRNG) with decreased phenomenon [2]. Currently the most frequently used voltage supply sensitivity. Contrary to the traditionally phenomenon in embedded TRNGs is direct noise used sources of randomness it uses well-defined amplification of a resistor [3] and jitter noise of digital deterministic switched-capacitor circuit that exhibits clock signals [4]. Embedded TRNGs frequently use some chaos. The whole design is embedded into commercially external devices or rather heuristic source of randomness available mixed-signal PSoC reconfigurable device (e.g. metastability [5]). Although these lomitations can be without any external components. Proposed design is overcome by a design of proper custom circuits, optimized for reduction of influence of supply voltage to randomness extraction is still a big challenge in the designs the quality of generated random bit stream. The influence based on off the shelf devices as FPGA [6] or general of circuit non-idealities is significantly reduced by the microprocessors [7]. proposed XOR corrector and optimized circuit topology. 
Introduction system cannot be predicted at all. Such implementation is a
With the rapid development of computer networks source of infinite entropy that is absolutely required for and wireless communications, information security good TRNG. becomes one of the major problems for effective use of Many random number generators based on analog and information technology. These problems can be solved by deterministic chaotic phenomena have been proposed, see using cryptography. In many practical applications (e.g. e.g. [10] , [11 ] and references in [9] . Some of them have large sensor networks) cryptographic primitives have to be been simulated only. Others have not been sufficiently implemented in a very cost effective way by using standard optimized for cryptographic applications as they provide hardware components. In a cryptographic application certain bias or other deviations. The design [13] describes where ultimate security is necessary, a True Random practical implementation of recently proposed deterministic Number Generator (TRNG) is required. TRNGs are widely chaos circuit based on Markov map [8] , [12] . In contrary used for example as confidential key generators for with Field Programmable Analog Array (FPAA) symmetric key crypto-systems (e.g. AES) and public-key implementation [12] , chaos based TRNG implementation ones (e.g. RSA, ECC). In some algorithms (e.g. digital [13] uses mixed-signal PSoC reconfigurable hardware [14] , signatures) or protocols (e.g. zero-knowledge), random [15] . It The system is in the state SO when an output of the shown in Fig.3 . The basic features of the PSoC device are RNG has been "O" and in the state SI when an output as follows:
has been "1". A RNG output has always the same * Powerful harvard CPU architecture probability 1/2 to get the system in either state, SO or SI.
* Advanced peripherals (PSoC blocks):
It is known that these sources can be build up from Piece-4 rail-to-rail continuous analog PSoC blocks
Wise Affine (PWA) Markov chaotic maps [9] . These maps are one dimensional, discrete-time, in which the state 8 Switched Capacitor (SC) analog blocks variable x(n) is computed as 8 digital PSoC blocks hardware is shown in Fig. 4 . The equations in the 1st and _ l4 the 2nd steps generate modified map [13] . Although this is a It can be shown that the switched-capacitor structure in Fig. 3 processes two independent bit streams, bj (n) and b2(n) in a pipeline processing structure. This is a direct 5. Testing of Generated TRNG Data 
that is used for reduction of the output bitstream bias. Autocorrelation values for sequence bj (n) are shown biased sequences can be improved, as well.
in Fig. 8 (the values for b2(n) have the same character and XOR corrector can be easily implemented in are not included due to space limitation). It is clearly proposed TRNG as there exist two independent bitstreams visible that autocorrelation values for small values bj (n) and b2(n). Each of these bitstream is only slightly (k = 1, 2, ... 7) are higher than random fluctuations given autocorrelated, as is shown in Fig. 8 . Bias of bj (n) and by limit (7) for 1,000,000 bit records. These deviations are b2 (n) is also very small and XOR corrector with p = 2 caused e. g. by the circuit saturation, V.ef asymmetry and a improves the statistical properties of corrected TRNG gain error of SC circuits as it was shown in [16] . Although bitstream. Fig. 9 shows autocorrelation of XOR corrected these deviations are clearly visible they are relatively small sequence. It is clearly visible that autocorrelation properties and can be further decreased by an additional postof XOR corrected sequence are significantly better and processing.
consistent with results [18] , [16] .
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Testing of the quality of random data is a very 
